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Goal of this part

Demonstrate basic information about code analysis techniques and its tools

Present ST practices used for HAL and LL libraries quality verification
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Program analysis is the process of analyzing the behavior of software 

programs to ensure quality attributes such as:

• correctness, 

• reliability

• robustness, 

• safety,

Program analysis can be performed:

• during code review

• without executing the program (static program analysis), 

• during runtime (dynamic program analysis),

• combination of all above.
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Static program analysis is the analysis of computer software that is 

performed without executing a program.

Two popular static program analysis methods:

• Control-flow: obtaining information about which functions can be 

called at various points during the execution of a program. 

• Data-flow: gathering information about the values at each point of the 

program and how they change over time.
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Dynamic program analysis is analysis performed on executing 

program.

Popular dynamic program analysis methods:

• Testing: executing the program with a                                                                              

given input and evaluating its behavior 

and the produced output.

• Monitoring: records and logs different kinds of information about 

the program such as resource usage, events and interaction

• Program slicing: reducing the program to the minimum form 

that still produces the selected behavior. 
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• Free software released under the terms of the GNU General Public 

License

• Splint - tool for statically checking C programs for security vulnerabilities and coding mistakes.

• Gcov and Gprof - source code coverage analysis and 

statement-by-statement profiling tools.                                                                                                 

Gcov provides the following information:

• How often each line of code executes

• What lines of code are actually executed

• How much computing time each section of code uses

• LCOV - a more user-friendly graphical visualization                                                                       

of the Gcov output.
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• Commercial software

• CodeSonar - static analysis tool from Grammatech, which identifies bugs that can result in 

system crashes, unexpected behavior, and security breaches.

• Like a compiler, CodeSonar builds code using build environment, but instead of creating object code, 

CodeSonar creates an abstract model of entire program. 

• From the derived model, CodeSonar’s symbolic execution engine explores program paths, reasoning 

about program variables and how they relate.
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Quality of HAL libraries
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• The STM32Cube FW package is maintained regularly through:

• Full release (marking x.y.0)

• Patch release (marking x.y.z)

• The updater tool available with STM32CubeMX PC tool allows automatic notification and download of new 

STM32Cube release or patch

OnLine support tool

ST web site

Issue corrected

Issue detected

Issue reported
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STM32Cube High Quality Process
Maintenance Releases Policy
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Static Code analyze

• HAL going through Code Analysis Tool: 

CodeSonar Industry reference tool 

identifying vulnerabilities at compilation 

time

• Report available on demand

STM32Cube High Quality Process
Static code analysis

Example of the report

Quality reports/STM32F7xx_HAL_V1.1.0_CodeSonarReport.pdf
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ST Dynamic validation test and Validation 

report on CUBE HAL  

• Test are run by cube HAL i.e per sub family.

• One validation test and report per peripheral / 

function and package in Doxygen format 

• Test are run (dynamic) in semi automatic way and 

use ST evaluation boards.

STM32Cube High Quality Process
Dynamic code analysis and validation report

Example of the report

Quality reports/Validation_Report/HAL_ADC_Validation_Report.chm


STM32Cube High Quality Process
MISRA C compliancy 1/2 13

STM32Cube HALs and ST Middleware C code compliant with MISRA-C

• Compliancy with a few exceptions listed and explained

• Check for MISRA-C 2004 is made using the IAR MISRA-C Checker (w/compiler: IAR C/C++ Compiler for ARM).

• Rules excluded from MISRA C Check (all Drivers):

Example of the report

Quality reports/MISRA_Check_STM32L4xx_HAL_Driver_V1.2.0.xls


What have we learnt?

Demonstrate basic information about code analysis techniques and its tools

Present ST practices used for HAL and LL libraries quality verification
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Further reading 15

More information can be found in the following documents (separately for each 

STM32 family):

• STM32xx HAL library validation report

available on demand -> please contact your ST technical contact person

• STM32xx HAL library MISRA C compliancy report

available on demand -> please contact your ST technical contact person



Enjoy!

www.st.com/mcu

/STM32 @ST_World st.com/e2e

http://www.st.com/stm32l4

